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Rebroadcasting <l sale)

RF illeqal networks g sl s3le | SilSudi

e«  Wireless networks 4Ly cilSud
« Cable networks &)l
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Sharing —Rebroadsting

Rebroadcasting — field examples
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Rebroadcasting

Via internet (IP sharing ) &gl JA (e Sl sale

////P"PGGJMJ.LC ’;/..?;r.w/ @L&J[} 4_1.:).‘.0 oJSﬁ 4_r/..LlJ/ °
« Slingboxes

» Allow people to watch their TV anywhere in the world. (meant for
travelers), which is legal !

o Website: http.//slingmedia.com
A Adl) S jiall g & oan 53 ¢ L] 43 46 drilias o il Jranl] ~Lasd] o

(Al e JSI 3 pidial] & pidl] Cusole Y lgalaiin) AT
» Major rebroadcasting in Taiwan & also in China for dutch soccer that
uses this legal tool in illegal way.
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Rebroadcasting

Via internet (IP sharing ) &gl JA (e Sl sale

» /P rebroadcasting/internet streaming — summary
* Primitive but with larger audience (a country)
a8 05 Ol S (pedsia] sae STy Lid 4
« Expensive, haraware equipment
« 1 recelver and 1 transmitter per channel
(bandwidth J A 48La¥l 08 S i po 5 sy jlea ) Lisai 44l€0 2LLi) L o<
» Good access control possible
i alle 00 g Glo 48l (o 40l Mo a4 o
» Fast broadband Internet connection needed (most important)

. e ods agie a8/ e g drslic de_uw ADS] dedS dsn g5 5 ua
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Ineternet Streaming

Free To Air or Free to Cogy ?7?11

Ulaa A1 g a8 Jaand

/€] Microsoft Windows Xp Professional Service Pack 2 - Microsoft Internet Explorer =)=
File Edit W¥iew Favorites Tools Help "'t

& Bad! @ - '\ﬂ @ :l\' /' Search \“J‘\‘( Favorites e’ v ,; i - y| ﬁ 3

{ http: ffveww. shZsoft.net/downloads_view_18076.html?name=Downloads&d_op=viewdownloaddetails&lid=13076 |3 Go Lirks > @ A

www.suzsop‘r.nsr.

wuu.uahaz.lnznb.

ul 3" & Olsoluwls 5 @ CVlacd Il & Sslgall lani Giload 7

&) % Internet
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« Hardware is little and cheap

GloSatcom
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Sharingsplitters
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1 Smat W "
o Locat Card Sharing 5 done with 2 Master bax
«(ne Master Box has aLegal (a nsensd
*Each Dacoder has Wirsss o wned) et comnacied 1o e Master Bex
\

Youd/ ) AMC/Engineering 14



DVB Introduction

5l ol g HS i G DRIBIBREIBNLI28is) 5 e eaia 59 UK
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« ECM’s contain CW's

Inside STB
Encrypted str¢gam V[\)/sﬁrép\)/thN
@ (A/V + ECM)
— — 0 >
Y/ —
L )
ECM CWwW

v VZW(B Soccer Game
Decrypt ECM with Entitlement Key
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* Local Card Sharing

Legal Smart Card inLocal CARD SHARING

gy sached Ooeoden
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Dl gey Gk e 48 LA

control word sharing

7 H.nk;at. tdns. com
0102030405060708091011121314

~ 14001
~ |USER = linksat001 ft0Op765
. IUSER = linksat002 tryt235

- USER = linksat003 dtst223

USER = linksat004 klgp520

USER = Tinksat005 pOupl04

USER = 1inksat006 uhulpt]

USER = Tinksat007 fqr833s

USER = 1inksat008 cxvch2c

USER = Tinksat009 xqd556z

USER = linksat010 vcjh0o1

(USER = linksat011 kmhbuDy

(USER = linksat012 jglutté

|USER = linksat013 gyt650]
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2lits Al diea il 6 4k gio 4l gl) daliial] day nd) Cliliae G _yuidi 4DY) 5 LY o
A Sl SLall (G sin e gaxil] g o ladll sl 4 ladll Ciledled]

. Evidence shows that transnational organized crime groups are actively
/nvolved in trademark counterfeiting and copyright piracy.

anlu Y]y ol pasall ai¥ly ¢ oa¥) Juid Cilalans Lo JS dlaio ail jall sis ) 48l YL .
gAY ailad] (o aed] 5
. These crimes are linked with money laundering, the illicit trafficking of
arug, firearms and other types of organized crime.

,aJA/j‘uL.MJ/oJA{}‘LLqJ‘f&:‘)SAdejﬂ/éﬁuéﬁw/‘f&}ﬁm‘)ﬁﬂ

J Source Interpol
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Ao jiall Cleliadl 6 Joltio pallel] SLa®BY] 0 % V A © G0 o & _uii e

19958 oY) a8 )
. 5-7% of the worlds economy is said to be in pirate goods.
. In 1998 that meant $200 billion was the size of the pirate

economy.

Source OECD
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Worldwide Movie losses of
$18.2bn in 2005

Piracy rates are highest in:
« China (90%)

« Russia (79%)

« Thalland (79%)

Typical Pirate

« 16-24 Male

Source: IPI Policy Report September 2006
AMC/Engineering 28



L iall bl (5_sidall) de ghaall i gidl

Gilalidy) daal Ao 4L 4Gl g 4 ggny J guaaal) (A aa g Lipan) <l gibl) g ga) yul) oL
Eud) Baley SN A4l o) aa g8 Y ailal) Jaad) g Aadlad) ) Gullad Eiaa) aladiing
W gl e
Al o) gl Y Gagaddd) g (Sl
Al o) g Y (£3SsM) st g (Lt g a9 adl) Cilasuall
Al o) g3 Y sashaill g Gual) g Ay i) 3 ) gal)
Y Je aa gy daelaiaY) clialdll g il uall
458l (e i gAl) ase gyl 9Bl (e Al ) Aslal) Go8a aan g (il AL JalS o) J3 4a Jila
laa) o gl ) 4Byl i Al 4 gilal) 4 sil)
@sial

AKERVARR AMC/Engineering 29



arr de ghaal) i) il dal i Al cilasl

Agiail) Al g g giaall adlall y ghail) 3 ) g pa 2l ) it g )

Continues development to the Hiah
contents and the infrastructure Igh cost contents

<l 8l e AS g pidiall Adlialf
s AY)
Fair competention

AMC/Engineering




Youd/ 1)

A2l ) culS Hid) g de gdaall <l bl o Ala 8N U

1 4 La b gty pud

il ilud g‘;,;‘ =
oS damages the

Huage image of

content rights
damages holders

G Sl Iits innovation

Legal capabilities
customers S Y) duably i

rights Ll o 45) 48

AMC/Engineering

31



Q;M/JM/JJEJQ;MJ%‘)JJ/Jﬂjﬂlg/djﬁ.am‘ﬁyw/a.% Siaf dliaf

Examples to the Poli

A

é’ﬁﬂ S

/PR Police Raid .

*The Pirates is rebroadcasting Pay =y B T :
TV Channel to the whole Village. b = e Aol

«Collecting monthly fee for pay TV B alo) sd 5 gladmally dald dugd youdd 2L

SNy gt iy St 2N Loole Soae LA ) e N e e LB Ty LhS Shbmnd! Sambis LMy R
. - et Loy Gl d A b U, Cal s LD L A kbl AR A g M e gy i L bk B R e A
Subscrlptlons B T L B e P ot e
. ’

Ly Ak SAZL il Sl £ B Ll 2 game ire Sy e o g o201 L (g3 308 Lotun Lois s Ll Lol iy 00 A5,
Bahid) R Ghd o padt B Baked Lo e TRATT A e S Ledlaia UL, Lodald R T

. . . S b Loty b ity copss¥1y ARY Vbt il Zhma ) S pgdBlye ey Aokt Sz g J-.,_n,y
He Build his own broadcasting e e A e e e e e Tt

Dbl wan b sibly A S0 Gl s Bngpuent ! B e N AR TR Ve phd e SR B0

h | o eeimiitan ,-.4.,...;9' PR BT Ry I E Y o Tl Tpaohgl U oLl Gy ok gin R

C anne . 3.&!....")_‘_,...." B T b Hae Saps \aite 55 o 8o, Uo ks Lo 0t 82 T
.

* He is using his own channel to

broadcast commercial Adds for non ol o o il e i it
approved /illegal products ! L stesad eati s

+Also using this channel to broadcast ﬁa‘mﬂ;ﬂ::—um-uwwxv
. B B b
pornography and other illegal B B e R ey ey e
. T g P TR O ]
- ot Ll 31 Ly Ve x
*Use his channel to broadcast - g;..m%,. “““,u.m“;‘*“‘mmm
political contents . : “&.‘&'ﬁ.ﬁ‘”"m&ﬂ%‘*“

o/t IS not one violation it is a No of e O ~
Violations on the same time 111/ a2l rmr'ﬁﬁybﬁhﬂﬁ?'@ g Ailad 5L uu Jals

s 3 ;- i -
apaimn stah At oda g by oy A REe -‘3”-\‘. --gus

‘\ /\ /\ \ e gl Rpdnt ot iy Jp) kb Q! i Sl SAddalf San Lol Aalatt 3,150
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Apmly) Ladlal gpmd ppasd Jadlpde & dearw Lok dole el Cu s s AAGN Septaily 3 pacdt Aol
AN A SV s A | ety SLREY S L gl e St Apams ol Silaslae Caiss

iy L Lapdam T g V0l ph AV s o el A Sl p Al colaiadl Sumiol Aghil b
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Examples to the Police Raids

The Cyber Crime Police Raid . L L L IR |
*The Pirates has his own web site .

7=\
*He use this web site to collect the = -
money from his customer to hack the

pay TV Channels.

- -
B
_____ i

:+ ua“:w;°$"93,4.4' ll Ao laal 1 1 9idl | S one it e A el
|
e

*They found 2 servers capable of \ '
serving more than 1500 customer !

each.

*Every customer was paying 50 Le P

average. \ 2

Rl 3 Al AGLAAT O gl Sy B ale Y sl S o
*He also selling the STB which is ’ Shoinas iy i th

used in keyword sharing piracy and ; Sty -
collecting a huage profit . Xz, A
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Examples to the Police Raids

The pirates attack the police force ! Hotel is building illegal network ?!
Mw,kwmmw

2 ol il 1+ QIS o G i e oS
w e ulm.q,.,y-m&.nw,ua A

Aotoadh a8 ok o P
R v M

ek o
B ey sk sl Birpuate T g
-ty - Lk Sat

w)‘,‘w.\@uh..d
‘ Mﬁﬂuhﬁ‘w‘d‘d’“ ‘

Lo S

.uu,:u.,n&u,,.,,wﬂd,.uwaau iyt

s (v i3

Youd/ ) AMC/Engineering 34



La

S ,'T/Q /

\ LY

‘;M/JZSJ/JJE(;.MJ&MJHJJJIQIJJ@AU‘&J&YZAJIMA Jiaf 4Ll

Slad A Ral L AN Loy shisanat! Sl Slad
o ity At Ll Sl S el s b
R S o et L had? ol =y bhaY
B e et i Gl kil anadl
sl Sey ADSLL ) Jemis adoll b J¥t S
B e
iy b B ey A iy sl e L)
Ak mdlag WLl C1ESL fp peal! Sy RERISS
kot iy pihe st pspmall s (g il S gh
i b Sty pah] Rt bt el gl
gt 13 Sptlas chiimg € deopn o3 Snpn anaTV0
S o e dlaaly aSigh LA VA, LAK Ny
o st ald) bl T Ll il bt s
g pat it S ppaad BART SIS Jons
D B e d
Tpladl 3t e bl ey apald Lons 1jlgat Y

Sedasll i A8 AN Sl als

Ge C-q/Y/S =
"

Examples to théPelice Raids

34 i Y e Aol ) gl S B S
8 y0i] 0wl e b |
i i b g o]y ol

wala . iAW

A S S Ly P bl iyt pid U3
tuu B P e
O e L e ,..:4
Lo WS gl b b il Al e g Tty
P R e e e i d
T L
e ot S 1T 5 s sl a2y ippih s
P A Jeai Sl AN
it S B3 VYA e

LS s YAY
gy YATY el

B o T
Shy et A 35 Ml e L JB e Jemnles
b At S SR Mty S 3 i 3
ol gl i BH o) g Uk il s L
olapiall zilfy Sedadt mig M AL 3 Glat
SR it il JlnS it S5 38 3 ks

AN e ) TAAIN

WAl pILal AL E e
(AT et - Kb

ol ol p e Sy
e
S ety SN o - e
Do adsiy slad Lhualt ato
et

Jo¥ gl bl
ol g S sl
#h..;qf —
P 7
D D L ke e g

iy

V)

At iy Lyl ah LN Skl )

S Gk ) T, s (e e
P e
A ed S b il dpda _,.d-sx..j‘,;

P T Sy e LS

AL e Nt o

M T

Sythayll Lpaua

G b B A SN Ky St e bl Lt £ il
O Al b bS] gihed 15N Saie gy T s LTI ¥
alply i) i et g5 RSN il sal gl st S e e
St Lo

S Al At st s ) ks bl gy 1ol Sleplas s
50 ol g ol i Lol LS [0 i G il s e il
s o iad symme MRS ek i S shapaltd L o -L.n{..:‘u
b sty staplal! hae o 200 LS Uy hbind! Jnlel Ludad 3050
R L it il
WV o gt e gl d gl e B e
ALK 23 6 o ki Ly gl \one Vg VT 5w Sy b ol

2,

AMC/Engineering

| 2l k| 34 e il D

L} VN WL el
- Dl e et i W

i s 0 el

Al T Lt b

il o i AED L0 aliioe

:_ﬁ --_—.P‘---bupﬂ

Do e o it MR i
w‘,“h,‘.‘),d',_,,y;&_’hu_- {

——

el Al i e

P e i s

35



aailSall i e Y ) 50

-

dal gz ._..,_...._.n o sl
Carall 0 3 -y et bl il
oo il

ALl ek ghas A AN .,nu,..._..

_,..._.,.' ol ;ls,.. ENTS ._-.l, Fr) -a..).ll
e ,ul",.uh....n.m. S LY

25000 3 5] jasa iden
Al

Ldalsstl ol !
LEas e laaal 53 aales sga

PORTRPFTOUa T RS
et sl e gl et
)—~J.L‘J RN R P e
ORI S R

] o »:'.,_.‘-..._,l or_r ozt
X .\‘_;;.;.. TS e

e TIPSR z..,.,‘. ;
Lo P tuier LAl ST 3G

=t )

\ETEVAR

'J..a_,san a.&m '&smM u.ﬂb.b‘k'i

dqalglMl doe Snwis A dUalim

I.a.dl .;L.C..;.: £ Ll latell |

ole s q.....,dl PR
w,,\l ,_,I e all _r.l

"

e T P | RSO
e
st 2Ly el e Sl o

om e i bl ne el

AMC/Engineering

. 1 -
U_}‘:% . g o

Rt © | t:“s

e uﬁm&z%—ﬁaﬁww
..\S e Qapy.e_‘.ﬂ’ ailar 5a SN LSy Glaglalt Wﬁ,ﬁ.&th.

Wl 2500 e b n (o

o, sl g 8 W93 Shala Xas T eas mitall 2
-yl ‘,-p—u.-ﬂ-iu!p.uni__- TAALARY)
m...inmﬂ's,oml'mdu‘*ﬁw\sh

i Sgle Voo Ty

it Sl S Sl e e l:._ 3 Sapt
L Lo I S e et | P )

Tt J.:J'J‘—',‘ anis

X 4'\5).,¢.| Tl

e LAl u_a_,...l -.Lg_._hll“a J,I.l_.
AN gL T Vb SN i

b g A el L e
e .,h..,.,ol__,, e il —atl
e Srieadi™ ol sy
A ol Sk
sl L ST 5 mse % ast e ol
|

- [ l_._. =il A
_\_,_‘Jl L... <..,._~._lt.. Lt
(] EAPLECELUN q..__...nl,.{‘_... i,

PR o P

cadadly ] adla uJa. cade Jll g
e Lol Loy e viesW
ety 2l S

=3

M ULEY s
5, Ao g2 s 5 e
FRT T AT o ._...,.:m

v Y el sl S st
oy e .A.n
T PR JONPEL LI | P JULT-JLN -1 Y
PO e YE Ty Ot
[ S R SOU DUSRRCT S S S
N ‘4-—-"--"-—-_1 s, 3
2 SRS PRI T -
._.:-.: L .:_,,.«.l eia,
iy e all Dliad

G des

..;.,JJI._._th_,.'i_..L._'-,,'u_k.,_
s et B sall Gk L
sl el

G e LRI 3 waid i L gl
L

Slakiads 43S e L il 20
By T e et Gl
+th ERLE BN P | By ||

AU sl K aa iy

S _pall

e el SR pa— ol
ndl Gl T a2
sk LadkErl

vl mbiamt 1 Mg 05,550, 23k

._...,.n_\_ds ,‘_','.4.:. L't LEU .
-5., o .._~..I L- -1 I-L._""

36



daiay) sda dadlSa le Jaall ) slas

Anti Piracy Difeeticns

. Technological battle 4 ¢l st 4a3lSal] o
law coverage and protection sl 4les o

Jaw enforcement 4 _Sdl 481l Llasy wals)] (il ol findi o

¢ s jalilly 4eI3Y) ol ¢ §siall cilaial) o aLLY o aall duinall Cilgal] 3gen dlni o
(Al Y il gall | i) 5 i gan ylais o Jlea ¢ elindy bl ¢ 4ds

intellectual obdd G Lal) Jal gl o S8l fuuolly 4 Sl 4uSlalf Lradlo alalf o ol o
Jproperty awarness
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Sources used: stad
The BBC
Wikipedia
The OECD
/Pl Policy report
Interpol
Viaccess
Local news papers .
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Thank you for your time
AMC /ART
Engineering Department
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