
!!ْزِ انصُاػّ؟؟ٔاششْا ػهً صُاػح الاػلاو انمشصُّ فً 
ْزِ انصُاػّ  ىَٕاع ٔاسانٍة  انمشصُّ ػهدساسّ لا 

.  ٔ انرذاتٍش انركُٕنٕظٍّ انخاصّ تٓا 

دّذ عثذ اٌجٛاد أ/ َ 

Engineering Department  

اٌششوٗ اٌعشتٍٗ الاعلاٍِٗ 

AMC/ART 

12 /2009

ذُ الاسرعأٗ فً ٘زا اٌعشض تثعط اٌثٍأاخ ِٓ تعط اٌّصادس الاخشي ِشاس اٌٍٙا فً اِاوٕٙا 

.ٚفً ٔٙاٌح اٌعشض 
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انمُٕاخ انفضائٍّ  ىإَٔاع انمشصُّ ػه  

Satellite Channel  Piracy  

:( illegal redistribution)عادج اٌثث اٌغٍش ششعٍٗ إ•

. RF  networksعادج اٌثث اٌسٍىً ٚ اٌلاسٍىً إ•

.  internet  streamingعادج اٌثث تاسرخذاَ الأرشٔد إ•

 DVB conditional access Piracyاساٌٍة اٌرشفٍش   ىاٌمشصٕٗ عٍ•

. smart cards sharingاٌّشاسوٗ فً  وشٚخ فه اٌشفشٖ •

. keyword sharingاٌمٕٛاخ سِٛص  عادج تثإ•

.  smart cards cloningوشٚخ الأ سرٕسار •

•Emulation STB
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شىً ٌٛظخ ِٕظِٛح الاسساي ٚ الاسرمثاي ٌّعظُ اٌمٕٛاخ اٌفعائٍٗ اٌّشفشٖ 
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Rebroadcastingعادج اٌثث إ

• RF illegal networks شثكاخ اػادج انرٕصٌغ 

• Wireless networks  لاسٍىٍٗ شثىاخ

• Cable networks      اٌىٛاتً شثىاخ
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Sharing – Rebroadcasting (1)

• Rebroadcasting – field examples
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Sharing – Rebroadsting

• Rebroadcasting – field examples
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Rebroadcasting

Via internet (IP sharing )  اعادج اٌثث ِٓ خلاي الأرشٔد

!!!!اٌثذاٌٗ فىشٖ ششعٍٗ ٚإٌٙاٌٗ اسرخذاَ غٍش ششعً ؟؟؟•

• Slingboxes

• Allow people to watch their TV anywhere in the world. (meant for 
travelers) , which is legal !

• Website: http://slingmedia.com

(.اٌسفش )اٌسّاح ٌٍعًٍّ اٌششعً تّراتعح لٕٛاذٗ اثٕاء ذٛاجذٖ خاسج إٌّضي •

ذُ اسرخذاِٙا لاعادج تث اٌمٕٛاخ اٌّشفشج تشىً غٍش لأًٛٔ •

• Major rebroadcasting in Taiwan   & also in China for dutch soccer that 
uses this legal tool in illegal way.
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Rebroadcasting

Via internet (IP sharing )  اعادج اٌثث ِٓ خلاي الأرشٔد

• IP rebroadcasting/internet streaming  – summary

• Primitive but with larger audience (a country)

.تسٍطٗ فٍٕا  ٌٚىٓ عذد اٌّسرخذٍِٓ ٌّىٓ اْ ٌىْٛ وثٍش جذا•

• Expensive, hardware equipment 

• 1 receiver and 1 transmitter per channel

(bandwidthاي   ىجٙاص سسٍفش ٚ ِشسً ٌىً لٕاج تالاظافٗ اٌ) ِىٛٔاخ إٌظاَ ِىٍفٗ ٔسثٍا •

• Good access control possible

.اٌخذِٗ ِٓ اٌمشصاْ تجٛدٖ عاٌٍٗ ٔسثٍا ىسٌٙٛح اٌذصٛي عٍ•

• Fast broadband Internet connection needed (most important)

.   تسشعٗ ِٕاسثٗ ٚ٘ٛ ِٓ اُ٘ عٍٛب ٘زٖ اٌخذِٗ  ADSLظشٚسج ٚجٛد خذِح  •
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Ineternet Streaming  

Free To Air or Free to Copy ??!!
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ذحًٍم أفلاو ٔ أغاًَ يعاَا

Ineternet Streaming  

Free To Air or Free to Copy ??!!

11 /2009 10AMC/Engineering



User generated contents ( freedom or infringments )
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smart Card Sharingاٌّشاسوح فً وشٚخ اٌّشا٘ذٖ 

• Hardware is little and cheap
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Sharing – splitters

ٚاٌشثىاخ اٌغٍش ششعٍٗ ذسرخذَ ٌٍرٛصًٍ تٍٓ اٌجٍشاْ•

ٚصلاخ تٍٓ اٌّشرشوٍٓ  ىذذراج اٌ(  اٌٛصٍٗ)    
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Sharing – splitters
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DVB Introduction

شىً ٌٛظخ ِعًٕ ٚاسرخذاَ  الاشاساخ ٚالاٚاِش اٌرً ذشسً  ٌىشٚخ فه اٌشفشج 

• ECM’s contain CW’s

Encrypted stream

(A/V + ECM)

ECM

Decrypt ECM with Entitlement Key 

CW

Decrypt A/V

with CW

Inside STB

Soccer Game
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internet keyword sharingانمُٕاخ ػٍ طشٌك الاَرشَد   سيٕصاػادج تس 

• From Local To Internet Card Sharing

11 /2009 16AMC/Engineering
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Satellite keyword sharingانمُٕاخ ػٍ طشٌك ٔصهّ لًش صُاػً   سيٕص اػادج تس 

وّا ٘ٛ ِٛظخ ٌرُ اسرمثاي اٌثث اٌرٍٍفضًٌٛٔ •
ِٓ خلاي لّش صٕاعً ٚ اسرمثاي اي 

keyword   عٓ طشٌك لّش صٕاعً أخش
صا ٌٙزا اٌغشض ٍتاسرخذاَ ٚدذاخ ِعذٖ خص

 ىٚذضٌٚذ٘ا اٌ KWذمَٛ تاسرخلاص اي 
.اٌجٙاص اٌشئٍسً ٌلاسرمثاي 

الأرشاس سًٙ ٚذعذي دذٚد اٌذٌٚٗ اٌٛادذٖ •
.سًٙ جذا اٌعا 

عذد اٌّشرشوٍٓ ٌّىٓ اْ ٌصً ٌعذد ٘ائً •
.جذا 

C W

Nile SatW3 

?

C

W
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اٌمٕٛاخ عٓ طشٌك ٚصٍٗ لّش صٕاعً سِٛص  اعادج تث
   Satellite keyword sharing
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اٌّشاسوٗ عٓ طشٌك سِٛص اٌرشفٍش 

control word sharing

• Dream box & card reader based sharing
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control word sharingاٌّشاسوٗ عٓ طشٌك سِٛص اٌرشفٍش 
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اٌّشاسوٗ عٓ طشٌك سِٛص اٌرشفٍش 

control word sharing
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اٌّشاسوٗ عٓ طشٌك سِٛص اٌرشفٍش 

control word sharing
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اٌّشاسوٗ عٓ طشٌك سِٛص اٌرشفٍش 

control word sharing
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اٌّشاسوٗ عٓ طشٌك سِٛص اٌرشفٍش 

control word sharing
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!يا ًْ حمٍمح انمشصُّ فً ْزا انًعال ؟؟؟؟؟؟

Organised Crime

Set Top Box

&

Smart Card

Manufacturers
Hackers & Crackers
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!!!  ًْ تانفؼم ظشًٌّ يُظًّ

ْ عصاتاخ اٌجشٌّٗ إٌّظّٗ اٌذٌٍٚٗ ِرٛسطٗ فً اٌمشصٕٗ اٌخاصٗ ترمٍٍذ أ اٌذلائً ٚ الادٌٗ ذشٍش•

.دمٛق اٌٍّىٍٗ اٌفىشٌٗ ىاٌعلاِاخ اٌرجاسٌٗ  ٚاٌغش اٌرجاسي ٚ اٌرعذي عٍ

• Evidence shows that transnational organized crime groups are actively 
involved in trademark counterfeiting and copyright piracy.

ٚالاذجاس تاٌّخذساخ ٚالاسٍذٗ  ,تالاظافٗ اْ ٘زٖ اٌجشائُ ِرصٍٗ تشىً ِا تعٍٍّاخ غسًٍ الاِٛاي •
.  ٚاٌعذٌذ ِٓ اٌجشائُ الاخشي

• These crimes are linked with money laundering, the illicit trafficking of 
drug, firearms and other types of organized crime.

.الرصادٌاخ وً اٌذٚي ٌٍٚسد دىش عًٍ دٌٚٗ ٚادذٖ اٚ ِٕطمٗ ٚادذٖ ىاٌمشصٕٗ ذؤثش عٍ•

• Source Interpol
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.ِٓ الالرصاد اٌعاًٌّ ِرذاٚي فً اٌثعاعاخ اٌّمشصٕٗ %  7اًٌ  5ذشٍش اٌرماسٌش اْ ِٓ •

تٍٍْٛ دٚلاس فىُ سٍىْٛ 200واْ دجُ اٌّاي اٌّرذاٚي فً اٌمشصٕٗ دٛاي  1998ٚفً عاَ •
!اٌشلُ الاْ ؟؟؟؟

• 5-7% of the worlds economy is said to be in pirate goods.

• In 1998 that meant $200 billion was the size of the pirate 
economy.  

Source OECD

!دجُ ٘زٖ إٌٛعٍٗ ِٓ اٌمشصٕٗ عاٌٍّا 
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Cost of Piracy?!

تٍٍْٛ دٚلاس  18.2تٍغد خسائش ِٕرجً الافلاَ فً اٌعاٌُ •
2005فً 

• Worldwide Movie losses of 
$18.2bn in 2005

• Piracy rates are highest in:

• China (90%)

• Russia (79%)

• Thailand (79%)

• Typical Pirate

• 16-24 Male

Source: IPI Policy Report September 2006
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!ػُاصش انركهفّ يٍ يُظٕس صاحة انحك ٔ انمشصاٌ؟

انًمشصُح انًصادس (انًشفشج) انمُٕاخ انًذفٕػح 
َراظاخ الإلهٍهح ػهى أحذز  ّكهفذانحصٕل تسٕٓنح ٔ

يمشصُح 

(ٔحصشٌح حذٌصح)اَرماء انثشايط ٔانمُٕاخ  

لاػادج انثس  ذزكش ذكهفحذٕظذ اي لا  انحانٍّ ٔ انؼًم انذائى  انثس اسرخذاو احذز اسانٍة 

ػهً ذطٌٕشْا

الإػلاٌ ٔانرسٌٕك ذكهفحذٕظذ اي لا 

(انٕكلاء)ٔانرٕصٌغ( ٔالأسؼاس انؼشٔض)انًثٍؼاخ   ذكهفحذٕظذ اي لا 

ٔ انثحس ٔ انرطٌٕش  انًٕاسد انثششٌح  ذكهفحذٕظذ اي لا 

ػهى الإطلاق لاذٕظذ ٔ انرايٍُاخ الاظرًاػٍّ انضشائة

ػذو انخٕف يٍ انؼمٕتح ػهً انمٕاٍٍَ ٔ انعشئّ

اصحاب تالاضافّ انً انرؼذي ػهً همشصُح نانمإٍََح 

   انحمٕق 

انًهكٍح  ياذضيّ انرضاو كايم تانمٕاٍٍَ ٔ ظًٍغ حمٕق 

انفكشٌح
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انمُٕاخ انًذفٕػحانرً ذٕاظّ رحذٌاخ ان

ضشٔسج انرطٌٕش انذائى نهًحرٕي ٔانثٍُّ انرحرٍّ

Continues development to the 
contents and the  infrastructure

اسذفاع ذكانٍف انثشايط

High cost contents

انمشصُح

The piracy

انًششٔػّ يٍ انمُٕاخ انًُافسح 
الاخشي

Fair competention 

انرحذٌاخ
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آشاس انمشصُح ػهى انمُٕاخ انًذفٕػح ٔ انششكاخ راخ انؼلالح  

خسائش يادٌح  
كثٍشج

Huage 
damages

ذضشتصٕسج يانكً 
حمٕق انثشايط

damages the 
image of 

content rights 
holders

انرؼذي ػهً  
حمٕق انًشرشكٍٍ  

انششػٍٍٍ

Legal 
customers 

rights

Hurts the 
media 

economy and 
its innovation 
capabilities 

ذضش تالرصاد الإػلاو 
ٔلذساذّ ػهى انرعذٌذ
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ايصهّ نًصم ْزِ انحالاخ ذؼكس يعٕٓداخ انذٔنّ ٔ انششطّ ٔ يذي ذطٕس اشكال انرؼذي 
Examples to  the Police Raids

IPR  Police Raid :

•The Pirates is rebroadcasting Pay 

TV Channel to the whole Village.

•Collecting monthly fee for pay TV 

subscriptions.

•He Build his own broadcasting 

channel .

• He is using his own channel to 

broadcast commercial Adds for non 

approved /illegal products !

•Also using this channel to broadcast 

pornography and other illegal 

contents.

•Use his channel to broadcast 

political contents .

•It is not one violation it is a No of 
Violations on the same time !!!!

11 /2009 32AMC/Engineering



ايصهّ نًصم ْزِ انحالاخ ذؼكس يعٕٓداخ انذٔنّ ٔ انششطّ ٔ يذي ذطٕس اشكال انرؼذي 
Examples to  the Police Raids

The Cyber Crime Police Raid :

•The Pirates has his own web site .

•He use this web site to collect the 

money from his customer to hack the 

pay TV Channels.

•They found 2 servers  capable of 

serving more than 1500 customer 

each.

•Every customer was paying 50 Le 

average.

•He also selling the STB which is 

used in keyword sharing piracy and 

collecting a huage profit .

11 /2009 33AMC/Engineering



ايصهّ نًصم ْزِ انحالاخ ذؼكس يعٕٓداخ انذٔنّ ٔ انششطّ ٔ يذي ذطٕس اشكال انرؼذي 
Examples to  the Police Raids

يصال ٌحراض ٔلفّ 

The pirates attack the police force !

يصال ٌحراض يُا انرحهٍم  

Hotel  is building illegal network ?!
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ايصهّ نًصم ْزِ انحالاخ ذؼكس يعٕٓداخ انذٔنّ ٔ انششطّ ٔ يذي ذطٕس اشكال انرؼذي 
Examples to  the Police Raids
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دٚس الاعلاَ فً اٌّىافذٗ 
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  حٔشطِىافذح ٘زٖ الأ ىِذاٚس اٌعًّ عٍ

Anti Piracy Directions

.  Technological battleاٌّىافذٗ اٌرىٌٕٛٛجٍٗ •
  law coverage and protectionاٌذّاٌٗ اٌمأٍٛٔٗ •

.law enforcementذفعًٍ اٌمٛأٍٓ اٌخاصٗ تذّاٌح اٌٍّىٍٗ اٌفىشٌٗ •
, اذذاداخ  الاراعٗ ٚاٌرٍٍفضٌْٛ , صذاب اٌذمٛق أ)ذعافش جٙٛد اٌجٙاخ اٌّعٍٕٗ ٌٍذذ ِٓ اٌظا٘شٖ •

(.جّاسن ٚذذاتٍش دذٚدٌٗ ٚاخٍشا اٌّؤسساخ الاٍٍ٘ٗ , ٍٔاتاخ ٚلعاء , ششطٗ 

 intellectual ًٍْح انًهكٍّ انفكشٌّ ٔذأصٍم انفكشِ نذي انعٍم انعذٌذ يٍ انشثابأانٕػً انؼاو ت•

property awarness .

  . الاػلاو اًٍْح دٔس  •
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 sourcesاٌّصادس 

Sources used: انًصادس

• The BBC

• Wikipedia

• The OECD

• IPI Policy report

• Interpol

• Viaccess

• Local news papers .
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Thank you for your time 

AMC /ART

Engineering Department 
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